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1 Introduction

1.1 Objective of the document

This manual providesomprehensivenformation on how to use tldeistice Digital Exchange
System (JUDEX), specifically theReference Implementatio8oftware (RI) for Service
P r o v iwelebassedhterface within the framework af
1 Regulation (B)) 2023/1543 of the European Parliament and of the Council of 12 July
2023 on European Production Orders and European Preservation Orders for
electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proagiags[AD1], and on
1 Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July
2023 laying down harmonised rules on the designation of designated establishments
and the appointment of legal representatives for the purpose of gathering electronic
evidene in criminal proceeding®\D2].

This document specifically describes the functionalities of IWEX, enabling the
management and exchange of requests associated with the foltesiifigates

1 European Production Order Certifica{&POC)

1 European Preservation Order Certificates (EFRFQ

Herein fithe Justice Digital Exchange Systém wi | | be Ad&JMDENXr ed t o as

By usingJUDEXRI, authorized users, assigned to appropriate roledilcamtheavailable
formsandcommunicate witlthe competentauthorities inotherMember Statein response
to the received EPOC/ EPGRR Users without appropriate roles do not have accetheto
application andeceivedcases.

This document is specifically intended to describe the functionalities and usage of the
Reference Implementation Software for the Service Providers-BD&sed Interface
connected to the Decentralised IT System. The module designed for Member States will be
thoroughly detailed in a separate document.
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. . Integration Cdb
uropean | Service Provider's Interface entity name 2 @v @ EN
ommission

‘W/W
i
Am

n @\

o+
Automatic translation @ K

No access

You do not have sufficient permissions to access this application. Please contact your administrator.

Figure 1-1: Home Page ahe JUDEXRI without having roles assigned the user

1.2 Intended Audience

The intended audience of this document is composed of the following stakeholders:
1 DG JUST technical and business staff
1 The MembelSt a teehsiodl and business staff adopting/using the RI
1 Representatives of Service Providey, including their designated
establishments and/or legal representatives.

1.3 Applicable Documents

ID ‘ Document Title Reference

[AD1] Regulation (EU) 2023/1543 of the Europg Regulation (EUR023/1543
Parliament and of the Council of 12 July 2023
European Production Orders and Europ
Preservation Orders for electronic evidence
criminal proceedings and for the execution
custodial sentences followingiminal proceedings
Dire.ctive (EVL) 2023/1544. of the Europe Directive (EU) 2023/1544
Parliament and of the Council of 12 July 2023 lay
down harmonised rules on the designation
designated establishments and the appointme
legal representatives for the purpose of gathe
electronic eviderein criminal proceedings

[AD2]
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Tablel: Applicable documents

1.4 Referenced documents

ID ‘Title
[RD 01] [PublicRESTAPIs Document

[RD 02] [Installation and Administration Guide

Tablel: Referenced documents
1.5 Documents conventions

Referenced documents are shown in brackets [].

Pagel7 of 108




Version:1.0

Date:21/05/2026

2 Getting started

2.1 User Manual Design

JUDEX RI has been designed to provide an intuitive and tsgendly experience,
minimizing the risk of errors and ensuring a consistent look. To achieve this, the portal's
interface is dynamically updated based on the user's role and the context in which they are
working.

T

Active Functions. When a function is available, the corresponding button is visible
and clickable, allowing users to perform the desired action.

Permissible Actions Buttons are enabled only when the corresponding action is
permissible, preventing users from attempting to perform unauthorized actions.
Inactive Functions. When a function is inactive, the corresponding button is
disabled, clearly indicating that the action is not available.

2.2 Accessing the Portal

JUDEX RI can be accessed only by authorised and authenticated users. There is no public
access pagell information related to accessig JUDEX RI will be provided by the

enf

or ci rechnicalttear, &ltere theservice provider is established or has a legal

representative appointed

Follow the steps described below to accRSBEXRI:
Enter the address dtUDEXin your web browser.
You will be redirected to thiegin page:
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EPOC-SERVICEPROVIDER

Sign in to your account

Figure 2-1: Login authentication screen

Sign in with your credentials.

If you belongtoonlyonse er v i c e instanceyau ik ke dusomatically redirected
to it.

If you are assigned to more than dnstance you wi | | be redirect e
Authoritydo page, wher e igstanceyauavantteldgontos e t he

NOTE: There is an option to remember the choice so thaydtem automatically redirects

you to the selectemhstanceafter entering your credential set. You can changesttisng

any time. After selecting fiRemember my choic
again until you clear cookies in your browser.

Exceptions
1 Access to theJUDEX RI is denied- an error occurred during the connection to the
JUDEXRI in the following cases:
o You have no access to the domain(s) anddsubain(s) ofJUDEX
RI;
o You have no right to access the page]dDEX RI you wanted to
access.
1 Error message- if the provided login and password are not correct, an error islraise
In that case, a message is displayed explaining that the authentication failed.
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2.3 User roles

JUDEX RI supports rolébased access control in order to ensure that access to online data
and to the features of the system is limited only to user roles that have been previously granted
such access rights. The set of access rights of a given user coralidgtseodombined access

rights of alltherolesgranted to the respective user

For Service Provi dthe Sugervisuordlel has beamoposechand R

implementedThe description othis role andits permissions related 8POC and EPOC
PRis specified in chapté.1.3
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3 Common Layout and Navigation

Following successful log in tdUDEX RI, you can see the content of the poréadd its
persistennavigatioral elements

The header

The top bar

The lefthandmenu

= Y ) Integration Cdb
;::- &= European Service Provider's Interface 1 entity name 2 @ v @ EN
= = Commission

a5+
— 2 Automatic translation @ I

28 Dashboard My Dashboard

™1 Received requests Last edited cases

[® Drafts Received requests (@)  Drafs () My tasks

wa Downloads

SelenideTest - EPOCPR - retesty8071
T1/05/2026  EPOCPR-FR-DE-2026-05-11-0012-1  scenario: DEVEEV-5339-Form NI FR EPOC-PR | 2 (EDED EPOCPR 0B/05/2026 15:14 Complete
° 5 - Validation - Section A -...
retest3
SelenideTest - EPOCPR - EPOC 08/05/2026 15:15 Complete
11/05/2026  EPOCPR-FR-DE-2026-05-11-0029-1 scenario: DEVEEV-3683-Form |l FR EPOC-PR | R+
6 - Message routing 5a - Sign... SelenideTest - EPOCPR - scenario:
DEVEEV-3772 - Form 5 - Editing -...
SelenideTest - EPOCPR - EPOCPR 10/05/2026 09:09 Complete

09/05/2026 EPOCPR-FR-DE-2026-05-09-0023-1 scenario: DEVEEV-3768-Form N FR EPOC-PR | Qs
Figure 3-1: Common Layout and Navigation
3.1 The header

In the headerin addition to the Commission logand the site nameyou will find the
following interactiveelements:

1 A language switch
1 A user profile menu

3.1.1 Select desired language dtJDEX RI

Click the language switchlocated in the top right corner of the header: 1

il

. . Integration Caib =
European | Service Provider's Interface entity name 2 v @ EN
Commission

Figure 3-2: Language switch icon

Select the language from a pop window:
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Select language 2 X
BG 6bnrapcku CS cestina
DA dansk DE  Deutsch
ET eestikeel EL  eAAnvika
EN m ES espafiol
FR  francais HR  hrvatski
IT italiano LV latvieSu valoda
LT lietuviy kalba HU  magyar
MT  Malti NL  Mederlands
PL  polski PT  portugués
RO  romana SK  slovencina
SL  sloveniéina FI suomi
SV svenska

Figure 3-3: Select language

The language of the portal will switch to your selected language.

NOTE: Due to some languages not being delivered yet, this may cause ethaportal

312 User 6s

In the top right corner, you can find information about the logged in user.
Click the profile picture to display additional buttons:

n My Dashboard @ Lo

= Com

Figure 3-4: User's profile

1 See my profile

1 Switch authority

1 Logout

b
% European | Service Provider's Interface
= mission

Emilia GLOWA 1 [
s S @~ @
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When selectingi See my , gne will $eé thédd Us er d e-tipawintosvd pop
displayingthe name of thentity which the user belongs t@nd the roleshey have been
assigned tpas shown in the picture below.

User details X

Cdb Integration
i[@ext.ec.europa.eu

entity name 2

Virsme I Sgror ZJN Sommfor I Antcr I Rouiommne I grmer 7

Figure 3-5: Us er details

3.1.3 Switching authority

In order to change thentity, the user is currently logged into:
SEIVILE FIUNLET [EPUL_SE_ 1 Wi -

Y See my profile
I  Switch authority @
= Logout

Figure 3-6: Switch authority selection

Click ASwitch authorityofromaU s e r 6 s drgpdowrf miethue
Then the system displays fiSelect Authorityo
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Select Authority

-

cRIMINAL oL

Name Nae
() service Provider (epoc_sp_2) 4
(") Training service Provider (epoc_sp_3)
5

< Cancel [] Remember my choice n this browser
Figure 3-7: Select authority screen

Selectappropriateentity.

Click Select

When the process succeeds, you balltransferred to the selectewutity.

NOTE:l f you select ARemember choice in this
to theentity you are selecting ngvevery time you log in. If you want to restore #matity
selection page during login, please clear your cookies in your browser, oresgigcyou

want to log in to automatically each time from this position.

3.1.4 Logout/Exit the Portal

1

) 7 ) Integration Cab
En f@ European | Service Provider's Interface Ty e @ i
= = Commission

2 See my profile
5
[+ Logout

2

Figure 3-8: Logout/Exit the portal

If you want to exit theddUDEX RI, the most secure way is to log out from your account:
Click your profile picture in the top bar:
Click Logout from a dropdown menu.

When the logout process succeeds, you will experience a successful logout and application
closure.

3.2 The top bar

In the top baryou can findadditional actionabléunctionalities:
1 Support information
9 Notification bell
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 Automatic translation

3.2.1 Display support information

Click thequestion markicon located on the right side of the top bar.

Integration Cdb
entity name 2 @ 7 @ EN
1

Q0+
Automatic translation [

Figure 3-9: Support information

The informatiorbox about how to contathe supportfrom theenforcing Member Statwill
be displayedClick anywhere outside thiaformationbox to close the information.

Contact Support

For usage issues with the JUDEX portal please
contact the Local Service Desk.

Please include all relevant information such as: your
contact details, problem description, name of your
internet browser, received error messages, screen
shots and any other relevant information.

The Service Desk should be contacted via email:

just-e-evidence-support-team@ec.europa.eu

Figure 3-10: Contact Support

3.2.2 Notification bell
Click theNoaotification bell icon located on the right side of the top bar.
This icon alsofeatuesa red circle with a number relating to the number of notifications

available
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Integration Cdb
entity name 2 @ 7 @ EN

1

99+

Automatic translation @ |

Figure 3-11: Notification bell

When the Bell is selected, all open actianslunread messages are listed.
If one of the notifications is selected by the mouse poinera c t i o n, thé nuenlaed 0 )

will decrease by one and the user will be redirected to thawtasle the selected notification
refers to.

Page26 of 108




Version:1.0

Date:21/05/2026

Notifications

13117
10/04/2026

13:03
10/04/2026

12:36
10/04/2026

09:19
10/04/2026

09:17
10/04/2026

09:16
10/04/2026

09:14
10/04/2026

09:13
10/04/2026

oo
10/04/2026

09:09
10/04/2026

09:08
10/04/2026

3 3 Close >

regression-one to many

User Manual

SelenideTest - EPOC - scenario: DEVEEV-2431 - Fre...

New legal notification has been received

SelenideTest - EPOC - scenario: DEVEEV-2419 - Free ...

New legal notification has been received

SelenideTest - EPOC - scenario: DEVEEV-2431 - Fre...

SelenideTest - EPOC - scenario: DEVEEV-2399 - EP...

SelenideTest - EPOC - scenario: DEVEEV-2419 - Fre...

SelenideTest - EPOCPR - scenario: DEVEEV-5320 - ...

SelenideTest - EPOCPR - scenario: DEVEEV-5319 - ...

SelenideTest - EPOCPR - scenario: DEVEEV-5318 - ...

®

®

2 )| 8 Clear notifications

Figure 3-12: Notifications

Alternatively, all notifications can be cleared by selectinGl ear not i f i

Uses arealso able t@whoose theéype of notificationgheywant to receive.

Selectsettingscon.

The following popup window should appear:
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Notifications A Close >
Group All Bell Email
Case assign
Message sending

error
eTranslation

ready

Form 1 received

Form 2 received

Other legal

notifications

received

Figure 3-13: Natification settings

From this perspective, the user can check/uncheck all the types of notifications listed in the
picture above that lehewants to receive.

3.2.2.1 E-mail notification

In order for a given user to receive thenail notification, two conditions must be met.

1. The ¢ i-mad address reust@msnfigeredin anidentity providersoftwareused
by the enforcing member State
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= @EKEYCLC ® wnin - (@

eev-tst

test_pl @ enabled

Figure 3-14: Adding email addressexample

2. Make sure that the-reail checkboxes irthenot i fi cati onds settings
selected.

3.2.3 Automatic translation

Click the Automatic translation icon located on the right side of the top bar.
This feature allows to translate input text into an official EU target language. For example,
this text could be from our national language into the language of the authority we are
working with, or vice versa. This is very handy if one would like to semeéssage in another
language or if one has received a message in a languegdoes not understand. Although
the translation may not be perfect, the gist of the message should be clear.

Integration Cdb
entity name 2 @ 7 @ EN
1

99+
Automatic translation | @ @

Figure 3-15: Automatic translation
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Translation

Select source language *

‘ Deutsch (de) v ‘

Select target language *

‘ dansk (da) v ‘

Source *

User Manual

Translation *

Brugervejledning

Figure 3-16: Automatic translation pojpip window
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3.3 The left-hand menu

In the navigation menu you can find links to the main sections qicttal:

3.3.1 Hide/unhide left menu

Get more space for the content of the page by hiding the menu:

i&% European Service Provider's Inter

2=
“:_ Commission

a8 Dashboard My Dashboard

[®] Received requests Last edited cases

[2) Drafts Received requests

.“"g Downloads

Figure 3-17: Visibleleft menu

Click an icon located on the left side of the top B&e menu will collapse.

- European Service Provider's Inter
- Commission

My Dashboard
Last edited cases

Received requests @ Drafts o

Figure 3-18: Hiddenleft menu

If you want to unhide the full menu again, click the same icon again.
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3.3.2 Dashboard

This view appears right after logging in.
On this page, the user will firallist of last ed&d cases
Additionally, all userswill see "My tasks" table on the right side of the screen, where

theycansee the cases to which they are assigned.

. : Integration Cdb
| Service Provider's Interface entity name 2 @ v @EN

4
Automatic translation @

22 Dashboard My Dashboard

{®) Recelved requests ast edited cases

B oratts Received requests @)  Dratts @) My tasks 2

>
al Downloads
08/05/2026  EPOCPR-FR-DE-2026-05-08-0001-1 User Manual 11 FR EPOC-PR | Q¢ Uséc Mancal.

08/05/2026 10:03

© 08/05/2026  EPOC-FR-DE-2026-05-08-0006-1 retest3 1l FR EPOC Qs

© 08/05/2026 EPOC-FR-DE-2026-05-08-0003-1  retest 11 FR EPOC Q-

Figure 3-19: Dashboard

3.3.3 Cases

Cases iNJUDEX RI are categorized based on their status and stage of advancement. The
visibility of these categories varies depending on the user's role and module.

1 Service Provider's Module Only the "Received Requests” tab is available, as
serviceproviders respond to requests but do not initiate them.

1 Competent Authorities' Module: A more comprehensive view of case categories is
available, reflecting their responsibility for issuing and managing requests.

In the Service Provider's moduté the RI the fiReceived requesi t thebuserwith
Supervisor rolesees allcaseghat are in theReceivedstatus When a case iseceived by
serviceprovider,it is visible on a list of RECEIVED REQUESTS. To display the list:
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. Integration Cdb
Eurepean | Service Provider's Interface aration Cdo ®v @ en
Commission

a3
Automatic translation @
Received Requests
My received requests Deadlines
Title, reference number or National Case Number Request type
|Q (@ A EPOC EPOC-PR
[ show only urgent cases
|  Show search filers . Claar all finers
[ 11 Receiveddate I, Ret T e |1 National CaseNo. |1 From [T Type 11 staws |1
SelenideTest - EPOC - scenario: DEVEEV-2431- Free Forms -
O 10/04/2026 EPOC-FR-DE-2026-04-10-0016-1 Message routing - Sending - Withdrawal - timeStamp: 2026-04- 11 FR EPOC o
1008:11:37 —
EPOCPR - scenario: DEVEEV-3760 - Form 6 -
2, P - -
[ (US4 z20ae FPoc Editing - Section C - timeStamp: 2026-04-10 08:52:32 LU epocpr |2 D
SelenideTest - EPOCPR - scenario: DEVEEV-3684 - Form 6 -
[ 10/04/2026 EPOCPR-FR-DE-2026-04-10-0030-1 Message routing 06 - Recelving (Service Provider) - timeStamp: 11 FR EPOC-PR |+
2026-04-10 08:58:58
X o Integration Cdb 8 L
European Service Provider's Interface antity name 2 ® EN
Commission
99+

Automatic translation @ MK

Received Requests

[2) Received requests
My received requests Deadiines

3 orafts i = |
wa Downloads Expected response: [] confirmation of receipt Decision Outcome || Notification in reply

Deadiines: @ an Overdue ) Upcoming % Clear il fiters

Due date Ref Title National Case No. Expected response

10/04/202

6 EPOC-FR-DE-2026-03-31-0001-1 st Investigation outcome

10/04/202 SelenideTest - EPOC - scenario: DEVEEV-2298 - Form 1- Message

EPOC-FR-DE-2026-03-31-0002-1 Investigation outcome
6 routing 5a - Sign1 & Send - timeStamp: 2026-03-3114:13:27 o

10/04/202 SelenideTest - EPOC - scenario: DEVEEV-2298 - Form 1 - Message
EPOC-FR-DE-2026-03-31-0003-1 &
6 routing 5a - Sign1 & Send - timeStamp: 2026-03-3114:43:56

invesngation outcome

Figure 3-21: Deadlinesab
You can also find deadlines list for edliceivedc ases i n ADeadl i neso

3.3.4 Downloads

This section contains files that have been downloaded by users using the Download button
in the specific caseiew. To see more detaifgease check sectiof0.3
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4 Search for a case

LN o Integration Cdb (4
§‘ European | Service Provider's Interface entlty name 2 @ @ en

Automatic translation @

. Da .
e Received Requests

%) Received requests

My d request: Deadl
[3) Drafts
i Downloads Title, referance number or National Case Num [ 2 Request type
O\‘ (@ Al EPOC EPOC-PR
4 | | show only urgent cases
Show search filters. T Clear all filters
1T Receiveddate - Ref IT Title U7 National Case No. T From |1 Type |1 Status |, 5 /.
[ 08/05/2026 EPOC-FR-DE-2026-05-08-0006-1  retest3 11 FR EPOC Qv‘
O 08/05/2026 EPOC-FR-DE-2026-05-08-0004-1  User Manual 11 FR EPOC ,QA\ =
M 08/05/2026 EPOCPR-FR-DE-2026-05-08-0001-1 User Manual 11 FR EPOC-PR jo3 ‘
] 08/05/2026 EPOC-FR-DE-2026-05-08-0003-1  retest 11 FR EPOC Q" [ Received ]
Items per page: | 10 ¥ " |
Showing -4 items of 4

Figure 4-1: Search for a case

Open a list of receivechserequests in the menu

Enter full or partiatitle or reference numberor National Case numberof the case you
are searching for.

Select the type of a case you are searching for.

Click Search

Matching search results from: Title or Reference Number will be returned.
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European Service Provider's Interface

Commission

Received Requests

) Received requests

B Drafts

My received requests

wia Downloads

1T Receiveddate -

(] 08/05/2026
d 08/05/2026
O 08/05/2026
[ ] 08/05/2026

ltems per page: | 10 v
Showing 1-4 items of 4

Title, referance number or National Case Number

Ref 1T

EPOC-FR-DE-2026-05-08-0006-1

EPOC-FR-DE-2026-05-08-0004-1

EPOCPR-FR-DE-2026-05-08-0001-1

EPOC-FR-DE-2026-05-08-0003-1

Figure 4-2: fiSearch filter® button

Title [T
retest3
User Manual
User Manual

retest

Request type
(@ an EPOC

| Show only urgent cases

National Case No. LT

EPOC-PR

Integration Cdb
aton it (@)~ @ en

Automatic translation @ I

Deadlines

6

+ Show search fiters % Clear all filters

From [T Type 1T Status |1
1l Fr EPGC o
11 FR EPOC Q.
1l FR EPOC-PR | Q¢
1l FR EPOC 2

A

Optionaly, you can filter the list of received requests by applying filters:

Click Show search filtersto expandhe panel.

European Service Provider's Interface

Commission

Dashboard Received Requests

1 Received requests

@ Drafts

My received requests

sl Downloads

Title, reference number or National Case Number

Q

Issuing State:

Request type

EPOC EPOC-PR

10

O

Show only urgent cases

~ | Date received:

Status: Received Closed
L] 11 Receiveddate |
[l @ 08/05/2026

| 08/05/2026

| 08/05/2026
(] @ 08/05/2026
items per page: | 10 ~ |

Showing 1-4 tems of 4

| withdrawn Deleted

Ref [T
EPOC-FR-DE-2026-05-08-0006-1
EPOC-FR-DE-2026-05-08-0004-1
EPOCPR-FR-DE-2026-05-08-0001-1

EPOC-FR-DE-2026-05-08-0003-1

Figure 4-3: Search criteria fields

Select filtering options othe panel.

Title 1T

retest3

User Manual

User Manual

retest

National Case No. LT

Integration Cdb
srzton o0 (@) @ en

Automatic translation @ @

Deadiines
11
~ Hide search fiters % Clear al filters
Date from Date to
aarmmiyyyy | @ mmtyyy | @ |
8
/.
From T Type 1T Status LT 9
1l R EPOC | |2 D f
11 R EPOC |Q’ Received
1R ocer [0 CEED
1R woc o

4« 4|1 » »
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Click Apply.
Results will be returned.

You can filter out cases that are not

caseso.
To collapse the expanded view, cliikide search filtersd .

4.1 View closed cases

If a user wants to viewlosedcasesthey should choose the relevant category fronldfie
hand menu to see the type of case they are interested in.

ropean Service Provider's Interface

Received Requests

Desa
Tive, reerersce number or Netionsl Gase Number Request type
Q @ a () eroC EPOC-PR
[] snow only urgent cases 1
+ Show search filters V. Clear all filters
S e | &Show seérch filter®
— b Integration Cdb
ERR . o | SeviceProviders iterface WS @~ ®en
5o
= Automatic translation @
=
82 Dashboard Received Requests
) Received requests
My received requests Deadiines
Title, reference number or National Case Number Request type
Q B o~ O O o
Show only urgent cases
Hi rch i A4 il
Date from Dateto
Issuing State: 2 v | Datereceived: | dgimmiyyyy | @ dimmiyyyy | @
status: [ ] Received [ | Closed | | Witharawn [ | Deteted 3
/

Figure 4-5: Applyingdfilters to search for closed cases

Select Closé checkboxand the@  AApplydo b ut t on

All Closed cases will bdisplayed

To narrow down the search criteria further, additional search filters can be added
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4.2 Clear all filters

&= European Service Provider's Interface

Lt Received Requests

(%) Received requests

My recelved requests
@ orafts i 5

Titte, reference number or National Case Number Request type

Q @ A () Eroc EPOC-PR

Show only urgent cases

ala Downloads

Status Received Closed Withdrawn Deleted

Figure 4-6: iClear all filtersd button

Click i @ar all filter® .
C| i ApblyoButton

A list will berefreshedo adefaultstate.

Integration Cdb @v ® &N

Automatic translation @ @

Deadiines

Date from Dateto
v | Datereceived: | qg/mmyyyyy ‘E ddimmiyyyy | @
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5 View a case

To view details of aeceivedcase:

& Integration Gab
m - European Service Provider's Interface ertity name 2 v @ En

Commission

= Automatic translation @ M
88 Da 8
88 Dashboard Received Requests
) Received requests

My received requests Deadiines
[® Drafts ’ ;

aa Downloads Title, reference number or National Case Number Request type

Q @ an EPOC EPOC-PR

Show only urgent cases

+ Show searchfilters % Clear all filters
IT  Receiveddate .| Ref |T Title [T National CaseNo. [T From [T Type LT Status LT
11/05/2026 EPOC-FR-DE-2026-05-11-0033-1  withdrawal Il FR EPOC o2
1/05/2026 EPOCPR-FR-DE-2026-05-11-0040-1  withdrawal 1 / 11 FR erocrr | Q0 (2D
] 11/05/2026 EPOC-FR-DE-2026-05-11-0032-1  User Manual 11 FR EROC Jo RN ricceived |

Figure 5-1: Viewing case details
Click an individual row from a list of Received requests.

E1 %ﬁ European Service Provider's Interface
== Commission

User Manual
2 | porRoERue 08 1a00e0t

Grounes for refusal form

Downloads i Form1  For
s Download: Oveniow  Formi  Formy 5ot terren

Event & Message Timeline

ISSUING STATE 11 Fronch Reputsis ENFORCING STATE ™ Fodoral Ropublic of Germany
ISSUING AUTHORITY Trivunal Judiciaire do Nice (31 ACCEPTED LANGUACES Dausseh

'SERVICE PROVIDER: S0 name 2

AoRessee entity name 2

alelalm

SCCERTED LaNCUACES ) (Engin

e oe avoRsse Legelrepresarmative

ENFORCING AUTHORITY $taatsanwalisehah Dontmund Zweigsielie Hamm (4]
[OE Y eciveo ] P Linked cases. + Add case ik
Rocuest startag or 141012026 121
Latest update on: 15/04/2026 12:48 Mo casas inked
o Assigned users | @ visplay roles | | 2 Editusers

L defts2 Al

& Anached documents

Request for additional information v
Document.nl im0 e s stetus:—
Send other information &
Document an oarsars o o i —

Figure 5-2: Viewing case details: Overview tab

A case with details will be displaye@lick through available tabs to view available
information.
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6 Icons of messages

The purpose of this section is to provide a concise overview of the messages exchanged
within a case, focusing on the most important events. This allows the user to quickly see
which key messages have been seilhe counterparties

1 Blue iconindicates that a message has beentsesdrviceprovider.
1 Grey iconindicates that a message has not been sesgroiceprovideryet.

6.1 EPOC Messagdcons

An EPOCsection with oneerviceprovidermay look likein the example below:

;;n - European Service Provider's Interface

82 Dashboard ©® User Manual

™) Received requests

EPOC = EPOC-FR-DE-2026-05-11-0032-1

B Drants

o Downloads Overview  Form1 Event & Message Timeline

ISSUING STATE 11 French Republic

ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

Figure 6-1: EPOCMessage Icons

Hover the icon to see the description.
Click the name of thaddresse® see the details.

6.2 EPOC-PR Message Icons

ENFORCING STATE

SERVICE PROVIDER
ADDRESSEE

ACCEPTED LANGUAGES

TYPE OF ADDRESSEE

& Linked cases

For EPOGPR thereis a different set of icorsvailable

Integration Cdb
oton = @)~ @ev

National Case No. @ |

BB Federal Republic of Germany

sp name 2

entity name 2

Poiisn) (Englisn

Legal representative
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Commissien

User Manual

Overview  Form 2

IS5LING STATE

ISSLING AUTHORITY

Request startad co-
Latest up

=5 Assigned users

This list is empty

Eurapean Service Provider's Intarface

EFOCPA | EPOCPR-FR-DE-PO76-04-17-0

01-1

Event & Message Timeline

01 French Republic ENFORCING STATE

Tribunal Jud

SERVICE PROVIDER

ADDRESSEE

ACCEPTED LANGUAGES

TYTF OF 400

G Linked cases

17/04/2026 16:03

1770412026 16:03 Mo cases linkzd

Autthceity

Figure 6-2. EPOCGPRMessage Icons

@ x
Mational Casebo. [[ | *
2 Comment

4y Dovenloar Workflow

=B Federal Republic of Germany

&p name 2

entity name 2

m @ | @

Logal reprosantative

roles D Edit usars

Page40of 108




Version:1.0 Date:21/05/2026

7 Case ownership

Each case marked withGlobal Case ID can have many local instances.

The first instance of the case appears at the very moment of a new case creation. This instance
is owned by théssuingState athorityto whichthe creating user wittinAuthor role belongs.
Regardless of how many usérsm manycompetentauthorities collaborate over the Draft
edition, this Case instance will be owned by ig®uingState athority and all messages
coming out within that case, sent by anyone having access to the case, framhanyy,

will be sent in lieu of théssuingState athority.

Any commentsaddedto the Case are never sent to anofiaty. They are accessible only
locally, to users of one Case instance.

Every time the Case is being receivediltpmpetentuthority/ serviceprovider, anew Case
instanceis being created, owned lsgmpetentuthority/ serviceproviderthat received the
Case.
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8 European Production Order Certificate (EPOC)

8.1 Introduction

A EuropearProductiorOrderCertificate(EPOQ is acertificateissued by a judicial authority

of a Member Statevhichrequires a service provider offering services in the European Union
to produce electronic evidence, such as subscriberatatient data, traffic data, or data for
the sole purpose of identifying the usker the purpose of criminal proceedings

The EPOC is based on the principle of mutual recognition and is issued in accordance with
the rules and procedures set out in EU Regulation 2023/T5é3:ertificate is used to obtain
electronic evidence from service providers established or represented in another Member
State, in order to facilitate the investigation and prosecution of criminal offences.

8.1.1

Overview

Thelnternal Workflow encompasses the enfirecesgrom the creation of a new case to the
transmissionof the EPOC to aservice providerd s | egal representati v
establishmentand enforcing authority, if applicablelhis processakes placeavithin the

Competent Authority s mo d u | and ierdstridteltceautirotized users from tigsuing

Stateauthority.

Once all steps of the Internal Workflow are completed, the EPOC can be sent to a chosen
serviceprovider enforcingauthority. The communication between tissuingauthority and
theaddressetakes placevithin the External Workflow .

8.1.2

1.

High Level End to End Process

A competent authorityfrom the issuing Statereates arEPOGC specifying the
electronic evidence to be produced

In some cases, and in some Member State:POCmay require validation by a
judicial authority in theissuing Member State

. The EPOCis transmittedo an appropriataddressee another Member Statand

enforcing authority, if applicable)

Communication betweeservice provider and competent authorittekes place
allowing for the exchange of information and potential issues related to the. EPOC
The service provider carraise concerns or objections regarding EPOC through a
dedicated regulatory forifiForm 3) which may lead to modification of the request
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8.1.3

The requestedlectronic evidences providedby theserviceproviderwithin 10 days

(or 8h in emergency casesf) receivingthe EPOC unless theenforcing authority
raisesgrounds for refusadr theissuingauthority withdraws the request
Theissuingauthority may withdraw the EPOC at any time, which will terminate the
production of electronic evidence

Case is Closed ontkerequested datare provided.

Roles and responsibilities

Within theJUDEX, users can be assigned one or multiple roles, which grant them the ability
to perform specific actions. For the Service Provdderoduleof the R| only the Supervisor

will be available, and users assigned to this role will have the corresponding permissions and
capabilities.

8.1.3.1 Supervisor

The Supervisor role offelsoadprivileges, enabling users to manage and oversee EPOC and
EPOCPR cases without requiring assignment to a specific case. Key responsibilities and
capabilities of the Supervisor role include

1.
2.

W

© N g bh

Viewing all incomingePOC and EPO®R cases within their entity

Adding and/or remoing users o/from thereceivedEPOC/EPOCPR(S).

Creaing and senithg all messageavailablewithin the context of EPOC and EPOC
PR cases

Closng a case.

Deleting a case.

Reopeiing aclosed case.

Adding internal comments.

Scheduing the download ofa completeEPOC/EPOGPR case to a ZIP file and
subsequentlgownloadng the generatedile.

8.2 Execute EPOC

Upon receipbf a new EPOC cas¢éheserviceprovider assesses tlertificate
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8.2.1 Submit Form 3

If a service provider is unable to provide the requested data, they must notify the issuing
authority (and the enforcing authority, if applicable) without undue delay, stating the reasons
for nonexecution. This is done by completing aubmittingForm 3.

L

. . Integration Cdb

_§ European Service Provider's Interface iy man 2 @ v @ EN
= Commission

o8+

— Automatic translation @ I
22 Dashboard © User Manual National Case No. *,
(™) Received requests
) | EPOC-FR-DE-2026-05-11-0032-1 O Comment || ¢ Download || Workflow A
3 Drafts /
" Overview  Form 1 Form3  Event & Message Timeline = fom3 (2
s Downloads
ISSUING STATE 11 French Republic ENFORCING STATE B®  rederal Rey = Send other information
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)
SERVICE PROVIDER sp name 2 B Outcome
ADDRESSEE entity name 2
Qo @l @ Request for additional information
ACCEPTED LANGUAGES Polish) (Engish = Close a case
TYPE OF ADDRESSEE Legal representative
@© status ¢ Linked cases + Add case link

Figure 8-1: CreatingForm 3

View the incoming~orm 1
Click Workflow > Form 3.
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European
Commission

e

Dashboard

) Received requests

[ orafts

s Downloads

*@example.com

Service Provider's Interface BE-
MAIN-4.1.0-RC5-1/FE-41.0-RC~
TEST.5-1-CODEFREEZE

eUl 21.0.4

Service Provider's Interface

©® User Manual

SECTION C
Addressee of the EPOC/EPOC-PR

Reasons for non-execution

SECTION E
Conflicting obligations arising from the law
of third country

SECTION F
Request for additional
information/clarification

SECTION G
Preservation of data

SECTION H

Contact details of the designated
establishment/ legal representative of the
service provider

Figure 8-2: Form 3tab displayed

Integration Cdb @v @ En

Automatic translation @

National Case No. (&)

EPOC = EPOC-FR-DE-2C, 3 11-0032-1 O Comment & Download Workflow v
/
Overview Form1 Form3 Event & Message Timeline
Eoitia: (DRAET Date of creation Recipients: Choose recipient(s) Deadiine for reply
5 11/05/2026 Tribunal Judiciaire de Paris(1) -
¢ GetPDF /Print & Attach Document ~ Validation check @ Delete draft & Copy form
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where the addressee cannot
comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an EPOC, cannot respect the
SECTION B specified deadline or does not provide the data exhaustively, this form should be completed by the addressee and sent back to
Relevant authority(ies) the issuing authority as well as, where a notification took place and in other cases where applicable, to the enforcing authority
4 referred to in the EPOC, without undue delay.

Where possible, the addressee shall preserve the data requested even where additional information is needed to identify them
SECTION D precisely, unless the information in the EPOC/EPOC-PR is insufficient for that purpose. If clarifications by the issuing authority are
needed, the addressee shall seek them, without undue delay, using this form.

A new draft will be created and displayed a dedicated takvith Form 3ready for

completion

CompleteSections AH of Form 3by using theList of Sectionsmenu
Attach documents, ifequired

8.2.1.1 Choose recipient(s)

To specifythe recipient(s) of Form 3, follow the steps below.

Page45 of 108



Version:1.0 Date:21/05/2026

: 3 Integration Cdb
European Service Provider's Interface ety naa 2 @V @ en
Commission

Automatic translation @ M

=
B8 Deshnowd © User Manual National Case No. [ | ®
(™) Received requests
EPOC = EPOC-FR-DE-2026-05-11-0032-1 O Comment < Download Workflow Vv
@ Drafts
& Overview Form1 Form3 Event & Message Timeline
a4 Downloads 1
T Date of creation: Recipients: Choose recipient(s) Deadline for reply ”
11/05/2026 Tribunal Judiciaire de Paris(1) -
¢ Get PDF / Print # Attach Document ~ Validation check @ Delete draft & Copy form
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A
Centificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where the addressee cannot
comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an EPOC, cannot respect the
SECTION B specified deadline or does not provide the data exhaustively, this form should be completed by the addressee and sent back to
Relevant authority(jes) the issuing authority as well as, where a notification took place and in other cases where applicable, to the enforcing authority

referred to in the EPOC, without undue delay.
SECTIONC
Addressee of the EPOC/EPOC-PR
Where possible, the addressee shall preserve the data requested even where additional information is needed to identify them

SECTION D precisely, unless the information in the EPOC/EPOC-PR is insufficient for that purpose. If clarifications by the issuing authority are
Reasons for non-execution needed, the addressee shall seek them, without undue delay, using this form.
SECTION E

Conflicting obligations arising from the law

Figure 8-3: Form 3: Choose recipient(s)
In the Form 3 accordion view, clickChoose recipient(s).

“hLan ITNCURIVIALT WY WIN TR IVIFW-OJIDILINT T U CACWUTING AN CPRFWWS J CRWWSTFR

Send to X

ne 15
it
£ SENDER £ RECIPIENT g
(ie wu
al entity name ervice provider
tit 2 (Servi ider) D
Validating Authority -Tribunal Judiciaire de Paris(29)
| (Validating authotity) |
/| Tribunal Judiciaire de Paris(1) (Issuing authority) |
\:\ Another authority
e
< Cancel Save
Gior

Figure 8-4: Form 3: Choose recipients pepp

A pop-up window will appearwith the issuing authority pre-selectedby default. If
neededselectadditionalrecipients
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Send to X
[ SENDER [ RECIPIENT ,
entity name 2 (Service provider) I:I

Validating Authority -Tribunal Judiciaire de Paris(29)

(Validating authotity)

/| Tribunal Judiciaire de Paris(1) (Issuing authority) |
S Another authority

@ This field is required.

| & Choose authority

Figure 8-5: Form 3: Another Authority selection in Form 3

If theEPOCwasnotoriginally sentto theenforcingauthorityandthereis aneedto notify
them selectthe"Another authority " checkbox
Clickih Choose abuttomorityo

Search for competent authority X
‘ Q | Search by name m
Y Show search filters . Clear all filters

Search results

(} Staatsanwaltschaft Bremen Zweigstelle Berlin(1)

() Staatsanwaltschaft Bremen Zweigstelle Berlin{11) 5

() Staatsanwaltschaft Bremen Zweigstelle Berlin(12)

O Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) Pasewalk
Items per page: | 10 v | E]
Showing 1-4 items of 4

This Competent Authority data has been kindly
provided by EJN Atlas

Figure 8-6: Form 3: Search for enforcing authority

Thesystemwill displayall authoritiesn the CDB with fienforcingauthoritydo competence
in therelevantMemberState.
Select thecorrectauthorityby clicking the radio button, then cliclSélect.

After saving the recipient(s) data, tiecipients section in the accordion willipdate
accordingly as illustrated in the screenshot below.
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B X . Integration Cdb &
,—f_-t European Service Provider's Interface @ @ EN

Commission

= Automatic translation

28 Dashboard © User Manual National CaseNo. [ | «

) Received requests

EPOC = EPOC-FR-DE-2026-05-11-0001-2 O Comment ¢ Download Workflow Vv
[ Drafts
L Overview Form1 Form3 Event & Message Timeline
sa Downloads
Date of creation Recipients: Choose recipient(s) Deadiine for reply
Form 3 (DRAFT 11/05/2026 Tribunal Judici de Paris(1) ,

Dortmund Zweigstelle Hamm (4)

% GetPDF /Print & Attach Document / Validation check B Delete draft & Copy form

Figure 8-7: Form 3: Save recipients data

NOTE: If Form 3 is submitted to an enforcing authority that was not originally notified of
the EPOC, the system will not include or forward the corresponding Form 1 with the
submission

8.2.1.2 Mandatory fields

All mandatory fields must be filled in befofeorm 3can be electronicallgigned These
mandatory fields are checked by a validation check. This validation consists of set of
syntactical and semantical validations of the data contained in the form. A check is performed

to verify that all required (mandatory) fields Bérm 3have been filled. You catmigger
validation manually at any time, while you edit a form.

To triggervalidation:
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Commission

Automatic translation @ M

8 Dashboard © User Manual National Case No. B |
[®) Received requests
EPOC = EPOC-FR-DE-2( 1 n-0032-1 O Comment ¢ Download Workflow Vv
[® Drafts /
y Overview  Form1 Form3  Event & Message Timeline
s Downloads
Form3 (DRAFT Date of creation: Reciplents: C.h?u.se recipient(s) Deadiine for reply.
N, 2 3 Tribunal Judiciaire de Paris(1) =
/.
& Get PDF / Print # Attach Document ~ Validation check @ Delete draft @ Copy form
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where the addressee cannot
comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an EPOC, cannot respect the
SECTION B specified deadline or does not provide the data exhaustively, this form should be completed by the addressee and sent back to
Relevant authority(ies) the issuing authority as well as, where a notification took place and in other cases where applicable, to the enforcing authority
referred to in the EPOC, without undue delay.
SECTION C
Addressee of the EPOC/EPOC-PR
Where possible, the addressee shall preserve the data even where addi is needed to identify them
SECTION D precisely, unless the information in the EPOC/EPOC-PR is insufficient for that purpose. If clarifications by the issuing authority are
Reasons for non-execution needed, the addressee shall seek them, without undue delay, using this form.

SECTION E

Conflicting obligations arising from the law

Figure 8-8: Form 3 validation

View anewly createdrorm 3.
Click Validation check.
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European Service Provider's Interface

Commission

W -

Dashboard © User Manual

l ™) Received requests

EPOC ' EPOC-FR-DE-2026-05-11-0032-1
[ Drafts

Overview Form1 Form 3

aa Downloads

Form 3 (DRAFT

< Get PDF / Print & Attach Document

Introduction section S
-

SECTION A
Certificate concerned

SECTION B

Relevant authority(ies)

SECTION C
Addressee of the EPOC/EPOC-PR

SECTION D

Reasons for non-execution

SECTION E
Conflicting obligations arising from the law
of third country

SECTION F
Request for additional
information/clarification

SECTION G

Preservation of data

SECTION H

Contact details of the designated
establishment/ legal representative of the
service provider

example.com
Service Provider's Interface BE-
MAIN-4.1.0-RC5-1/FE-41.0-RC-
TEST.5-1-CODEFREEZE

oUI 210.4

Figure 8-9: Form 3mandatory fields

Validation will be performed and the warning or success message will be displayed. If

Event & Message Timeline

Date of creation:
1/05/2026

Recipients: Choose recipient(s)
Tribunal Judiciaire de Paris(1)

~ Validation check @ Delete draft

Integration Cdb @V @ en

Automatic translation @ MK

National Case No. [ | «
Workflow v

O Comment % Download

Deadiine for reply

& Copy form

INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where the addressee cannot
comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an EPOC, cannot respect the
specified deadline or does not provide the data exhaustively, this form should be completed by the addressee and sent back to
the issuing authority as well as, where a notification took place and in other cases where applicable, to the enforcing authority

referred to in the EPOC, without undue delay.

Where possible, the addressee shall preserve the data requested even where additional information is needed to identify them
precisely, unless the information in the EPOC/EPOC-PR is insufficient for that purpose. If clarifications by the issuing authority are

needed, the addressee shall seek them, without undue delay, using this form.

/N Warning “ X

Please fill all required fields

there are validation errors, fields and sections containing errors will be highlighted.

Pageb0 of 108




Version:1.0 Date:21/05/2026

8.2.1.3 Complde Form 3

European
Commission

. - Integration Cdb
Service Provider's Interface entty name 2 @ v @ N

Automatic translation @ MK

22 Dashboard © User Manual National Case No. [ |
2] Received requests
EPOC = EPOC-FR-DE-2026-05-11-0032-1 O Comment < Download Workflow A
@ orafts
X - Complete | d
aa Downloads Overview Form1 Form3 Event & Message Timeline -
= Form 3
Form3 (DRAFT Date of creation: RE‘Y(WDIQNS Ch?r?w recipient(s)
1/05/2026 Tribunal Judiciaire de Paris(1)
= Send other information
& Get PDF / Print # Attach Document + Validation check @ Delete draft B Outcome
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR @ Request for additional information
SECTION A
& Close a case
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1),
comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an EPOC, cannot respect the
SECTION B specified deadline or does not provide the data exhaustively, this form should be completed by the addressee and sent back to

Figure 8-10: Form 3: Complete

In the editedorm, click Workflow > Complete
1 A success message will show up in the bottom.
1 Anewstatus Cdimpletedd wi | | s hAceerdionpriew display h e

8.2.1.4 Review Form 3

Upon reviewing thdorm contentthe user can choose to: accept the review, return the form
for amendments, or rejeittentirely.

. . . Integration Cdb 2,
§ Eurapean Service Provider's Interface anity name 2 @ @ En
= Commission

Automatic translation @ I

Dashboard ® User Manual National Case No. [ |
Received requests

EPOC = EPOC-FR-DE-2026-05-11-0032-1 O Comment ¢ Download Workflow A
Drafts

_ Overview  Form1 Form3  Event& Message Timeline Accept Review (S
Downloads
Reject
Date of creation: Recipients: Choose recipient(s)
Form MPLET!
orm 3 (COMPLETED 11/05/2026 Tribunal Judiciaire de Paris(1)
Return for amendment

& GetPDF /Print & Attach Document Validation check 1 Delete draft = Form 3

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR & Send other information

SECTION A ) ) ) 8 Outcome

Certificate concerned Under Regulation (EU) 202311543 of the European Parliament and of the Council (1),

comply with its obligation to preserve the requested data under an EPOC-PR or to produc
SECTION B specified deadline or does not provide the data exhaustively, this form should be comple @ Request for additional information
Relevant authority(ies): the issuing authority as well as, where a notification took place and in other cases wher
referred to in the EPOC, without undue delay. B Close a case
SECTION C

Figure 8-11: Form 3: Accept review

In acompletedorm click Workflow > Accept Review:
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1 Anewstatus Pdsitively Reviewed wbe tlidplayedn Form 3Accordion view.

Alternatively, the user can take one of the following actions

A. Return the form for amendment Click Workflow > Return for amendmentand
enter an optional message. This will revert the form to an editable draft version,
allowing the user to make amendments and then Wlickkflow > Complete to
proceed.

B. Reject the form: Click Workflow > Rejectand enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being takenthis form

8.2.1.5 SignForm 3
Once the form has been reviewed and approthednext step in thimternalworkflow is to

apply a digital signature to Form Blease note that the form can still be edited at this stage,
prior to selectingi Si dromdtheWorkflow dropdown menu

i i Integration Cab
European Service Provider's Interface ey @ v ®EN
= Commission

Automatic translation @ M

B2 Dashboard © User Manual National Case No. “«
(™) Received requests
EPOC | EPOC-FR-DE-2026-05-11-0032-1 O Comment || ¢ Download || Workflow A
[ Drafts
. Overview  Form 1 Form3  Event& Message Timeline Sign 1
sa Downloads
Reject
Date of creation: Recipients: Choose recipient(s)
r ]
Form 3 (POSITIVELY REVIEWED M/05/2026 Tribunal Judiciaire de Paris(1)
Return for amendment
< GetPDF /Print & Attach Document - Validation check @ Delete draft © Form 3
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR @ Send other information
SECTION A ) ) . & Outcome
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1),
comply with its obligation to preserve the requested data under an EPOC-PR or to produc
SECTION B specified deadline or does not provide the data exhaustively, this form should be comple @ Request for additional information
Relevant authority(ies) the issuing authority as well as, where a notification took place and in other cases wher
referred to in the EPOC, without undue delay. 5 Close a case

SECTION C

Figure 8-12: Form 3signing
In apositivelyreviewedform click Workflow > Sign

1 The status of the form will changefi@eady to siga
1 The formis no longer ditable
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European Service Provider's Interface entity name 2 @ @ En
Commission

99+
== Automatic transiation @ M

82 Dashboard ® User Manual National Case No. [ |
2) Received requests
EPOC | EPOC-FR-DE-2026-05-11-0032-1 O Comment || ¢ Download || Workflow A
@ orafts -
™ Overview Form1  Form3  Event& Message Timeline sin (1
o Downloads
2 Form3
Date of creation Recipients:
Form3 (READY TOSIGN
d 11/05/2026 Tribunal Judiciaire de Paris(1)
© Send other information
* Get PDF / Print & Attach Document ~ Validation check @ Delete draft B Outcome
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR @ Request for additional information
SECTION A
= C
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), oseacase

comply with its obligation to preserve the requested data under an EPOC-PR or to produce it Under an EPOC, canno respect the

Figure 8-13: Placeholder

Step1: Download Form 3 PDF

Inai Ready t o clekWprkflow * Signm,

Signature Form 3 X

1. Please download The Form 3 Pdf document to Your disk. 2
5 Download Form 3
2. Sign the document and upload it.

> Upload Form 3

Figure 8-14: Form 3 download

Download PDF to your computer by clickibpwnload Form 3.

Open the PDF idobe Acrobat Readersoftware.
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INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (%), in cases
where the addressee cannot comply with its obligation to preserve the requested data under an
EPOC-PR or to produce it under an EPOC, cannot respect the specified deadline or does not
provide the data exhaustively, this form should be completed by the addressee and sent back to
the issuing authority as well as, where a notification took place and in other cases where
applicable, to the enforcing authority referred to in the EPOC, without undue delay.

PEONNCE

Where possible, the addressee shall preserve the data requested even where additional
information is needed to identify them precisely, unless the information in the EPOC/EPOC-PR Is
insufficient for that purpose. If clarifications by the issuing authority are needed, the addressee
shall seek them, without undue delay, using this form.

‘ Workflow Vv

e

& Copy form

SECTION A: Certificate concerned
The following information concerns:

1@ a European Production Order Certificate (EPOC)
O a European Preservation Order Certificate (EPOC-PR)

SECTION B: Relevant authority(ies)

Issuing authority: Tribunal Judiciaire de Paris(1)
File number of the issuing authority:

If applicable, validating authority:

If applicable, file number of the validating authority:
If applicable, enforcing authority:

If available, file number of the enforcing authority:
Date of issue of the EPOC/EPOC-PR:

Date of receipt of the EPOC/EPOC-PR: 10/04/2026

» 9@ a

Figure 8-15: Opening Form 3 in a PDF form

Service
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Alltools €6t Comert

All tools
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Scan&OCR
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Adda stamp
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INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

[«

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (%), in cases
where the addressee cannot comply with its obligation to preserve the requested data under an
EPOC-PR or to produce it under an EPOC, cannot respect the specified deadline or does not
provide the data exhaustively, this form should be completed by the addressee and sent back to
the issuing authority as well as, where a notification took place and in other cases where
applicable, to the enforcing authority referred to in the EPOC, without undue delay.

»PEANOE

Where possible, the addressee shall preserve the data requested even where additional
information is needed to identify them precisely, unless the information in the EPOC/EPOC-PR is
insufficient for that purpose. If clarifications by the issuing authority are needed, the addressee
shall seek them, without undue delay, using this form.

SECTION A: Certificate concerned
The following information concerns:

@ a European Production Order Certificate (EPOC)
O a European Preservation Order Certificate (EPOC-PR)

SECTION B: Relevant authority(les)
Issuing authority: Tribunal Judiciaire de Paris(1)

File number of the issuing authority:
If applicable, validating authority:

If applicable, file number of the validating authority:
If applicable, enforcing authority:

If available
Date of issue of the EPOC/EPOC-PR:

Date of receipt of the EPOC/EPOC-PR: 10/04/2026

file number of the enforcing authority:

o 9B a

Figure 8-16:

Click All tools >Use

FoAlno 3l sin taalPDF:

ng

acertificates.

=1}
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Coriess Servicel = Mew @ fY EPOCFROE260ML X | 4+ Cesie ® — 0 x [ @ v @
|
Commission =
Alltools €4t Comert  ESign Frdtetoroas Q. 6 B & | 8
g0+
= ic translation @ MK
< Usea certificate a4 x “ @
8% Dashboard /s @ (=N [¥ jonalcaseNo. @ | ®
% INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
() Received requests s}
@ Timestamp 2, i Workflow v
@ Drafts Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases — -
| e, where the addressee cannot comply with its obligation to preserve the requested data under an
EPOC-PR or to produce it under an EPOC, cannot respect the specified deadline or does not
s Downloads & i provide the data exhaustively, this form should be completed by the addressee and sent back to
€ Certty (sible signatures) o the issuing authority as well as, where a notification took place and in other cases where
2 applicable, to the enforcing authority referred to in the EPOC, without undue delay.
@ Certity (invisible signatures) 3 e
Where possible, the addressee shall preserve the data requested even where additional M
information is needed to identify them precisely, unless the information in the EPOC/EPOC-PR is
insufficient for that purpose. If clarifications by the issuing authority are needed, the addressee
shall seek them, without undue delay, using this form.
& Copy form
Figure8-17: SigningForm 3i n a [PBidgxdly sigrid button
= Menu {3y Y7 EPOCFR-DE-2026-04-4_ X | + Create @ — o X
- % 7t
Alitanle  Edit  Convert  ESian Findtextortools Q. £ B & =
EiEonimens x T e s
— produce data or until the necessary information is provided by the issuing authority that fation @ .“’
— SignAs: - makes it pessible to narrow down the data to be preserved/produced @
O are not being preserved (this should only be the case exceptionally, e.g. if the service g
28 DashEE More Details provider does not have the data upon receipt of the request or cannot identify the requested

data sufficiently) ise No. %

™ Recei appesrance: | EC Dot Additional infermation if needed: B
‘ Workflow W
B Drafts Digitally signed by Anonymous = [SECTION H: Contact details of the designated establishment/ legal representative of the service
d
R Date: 2026.04:17112:26:07 provider ) )
4£02'00" Name of the designated establishment / legal representative of the service provider.entity name 2
Name of the contact person:
Post held:
(7] Lock Document After Signing rreply: -
Address:ul. Prosta 1, 00-000 Warszawa, PL
Additonal Signature Information Tel. No: (country code) (area/city cods)+48 22 555 000
Reason. <none> - Fax No: (country code) (area/city code)+48 22 555 000 @ Copy form

Locotion. Email-de-pl@euronet.example 3
Contact Info: Name of the authorised person: === 3

Date

Enter certificate password and dick the Sign' butten

v ases where the
—— or to produce it
Help Sign Cancel

¢ tively, this form
@ re a notification
| EPOC, without

o)

Q

210 %257 mm

araTiIAL A VAl mun mmnnibln sk n B o

-

Figure 8-18: Signing Form 3 in a PDF: Choosing appropriate area 5

Usingyour mouseclick anddragto drawthe areawhereyou would like the signatureto
appear.

A modal window will appearClick Sign.

Choose a location to save the signed document. Gake.Use your own signing
method.A possible method is outlined below.
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@ Windows Security b3

Smart Card

Please enter your PIN.

=]

Clickgere for more information

“ Cancel

Figure 8-19: Signing Form3 in a PDF: Entering your PIN number

Enter your PIN number and cli€édK. A signed PDF will be generated and saved.

Step2: Upload SignedForm 3 PDF

Signature Form 3 X

1. Please download The Form 3 Pdf document to Your disk.
¢t Download Form 3
2. Sign the document and upload it.

s Upload Form 3

1

Figure 8-20: Uploadng SignedForm 3

Return to theJUDEX and dick Upload SignedForm 3.
Browse foryour signedPDF file and clickOpen.
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S European

== Commission

Service Provider's Interface

Introduction sec & Downlosds #

& Oocuments #

SECTION A

Certificate concerne W Pictures #

File name:

SECTION B
Relevant authority(ies):

Uplosdfrommobde | | Open | | Cancel
SECTIONC
Addressee of the EPOC/EPOC-PR f applicable, vaidating authorlty:
SECTION D

Reasons for non-execution

If applicable, file number of the validating authority:

Figure 8-21: Browsingfor signed Form 3

Service Provider's Interface

User Manual
) Received requests

EPOC = EPOC-FR-DE-2026-04-10-0018-1

Overview  Form1 Form3  Event & Message Timeline

Signature Form 3
Form 3 (READY 1

& Get POF / Print
© Document already uploaded

Introduction sec

SECTION A

s ot Delete uploaded document

SECTION B
Releyant suthorfiylies): File number of the fssuing authority:
SECTION C
Addressee of the EPOC/EPOC-PR f applicable, valklaﬂng authority:
SECTION D
Reasons for non-execution

1f applicable, file number of the validating authority:
SECTION E
Conflicting obligations arising from the law of third

;
ipziid Date of issue of the EPOC/EPOC-PR:

Figure 8-22: SubmittingForm 3

If the signature is positively verified during the upload, a-pppvith success message

will appear.Click Submit.

User Manual
EPOC Epoc-sn—ne-zuzs—oﬂ‘ € e x
¢ 1 & > Downloads Search Downloads: »
Oovervi F :
e T signature X
Organze v New folder =E- 00
| —— Name Date modifed Type
= >
Form 3 (READYY . o ... .l B STadsg
[2) EPOC-FR-DE-2006-04-14-0011-1-EPOC-F.. 14-pr- 269111 AM erobet
) Kaystol - Eurey j
 Get PDF / Priny
2.5ignthe ¢ oy oemep  #

Adobe Acrobet Document ("

Integration Cdb

entiy name 2 @“’ @ en

B Automatictransiation @ M

National Case No. *®

O Comment || e Download Workflow
Deadiine for reply:
& Copy form
—_
Integration Cdb
ey nae 2 @v ® N
- 590
B Automatictransiaon @
National Case No. [ = &
D Comment || & Download Workflow
Deadline for reply: <
& Copy form
Attachments
Document. pdf X

Created at: 10/04/2026 1557

Antivirus status: —
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. . Integration Cab
Service Provider's Interface oy @ v @

a0+
Automatic translation @ MK

User Manual National Case No. &

EPQC ' EPOC-FR-DE-2026-04-10-0018-1 O Comment & Download ‘ Workflow v

Overview  Forg Signature Form 3 X

Form3 (READY 1 Deadline for reply:

1. Please download The Form 3 Pdf document to Your disk.

& Download Form 3
¢ Get PDF / Prim F Copy form
2. Sign the document and upload it

Introduction sec
& Upload Form 3

SECTION A

Centificate concerna

SECTION B
Releuant suthoeity(iealt File number of the ssuing authority:

SECTION C

G DR RS R If applicable, validating authority:

SECTION D

Reasons for non-execution

Ifapplic (D Error X 4
Error while adding attachment. )

ko see @9

Figure 8-23: Error messageluring the wrong PDF upload

If the signature is not positively verified or a wrong file has been selected for upload, an
error message will appear. Check that you hgpleaded aorrectfile.

The status of ormwi | | ¢ Sgmede t o 0

Alternatively , beforethe formstatuschanges tégi Re a d y , th® usex cag take one of
the following actions

I Return the form for amendment Click Workflow > Return for amendmentand
enter an optional message. This will revert the form to an editabipletedsersion,
allowing the user to make amendments and then dlickkflow > Complete to
proceed.

1 Reject the form: Click Workflow > Rejectand enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being takenthis form

8.2.1.6 Send Form 3

The last step of internal workflow is to send them.

Open the signed Form 3.
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Integrat

o (@)~ @ en

Automatic translation @ I

Eurcpean Service Provider's Interface
Commission

Dashboard User Manual National Case No. EN
EPOC | EPOC-FR-DE-2026 1 \o11-1 O Comment || & Downlosd | | Werkfion A
Overview  Form1 Form 3™ Event & Message Timeline Send
s Downloads
B Form 3
. Date of creation: Recipients: Choose recipient(s)
Form 3 (SIGNED)
14/04/2026 unal Judiciaire de Paris(1)
1 Send other information
¢ Get PDF / Print @ Outcome
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPQC-PR @ Request for additional information
SECTION A . = Close a case
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where th
addressee cannot comply with its obligation to preserve the requested data under an EPOC-PR or to produce it
SECTION B under an EPOC, cannot respect the specified deadiing or does not provide the data exhaustively, this form  Documentedf B
Relevant authoritylies) should be completed by the addresses and sent back 1o the issuing authority as well as, Where a NOUTICAlION Created at: 14/04/2026 09:35
taok place and in ather cases where applicable, to the enfarcing authority referred to in the EPOC, without
Antivirus status:
SECTION C undue delay.
Adaressee of the EPOC/EPOC-PR
SECTION D Where possible, the addressee shall preserve the data requested even where adcitional information is needed
Reasons for non-execution to identify them precisely, unless the information in the EPOC/EPOC-FR is insufficient for that purpose. If
clarifications by the issuing authority are needed, the addressee shall seek them, without undue delay, using
SECTION E this form.
Conflicting obligations arising from the law of third
country
) o Integration Cdb (2
m § European | Service Provider's Interface encty name 2 @ DN
Commission
&)
Automatic transiation @ M
Dashboard User Manual National Case No. [H] |
[ Received requests
EPOC | EPOC-FR-DE-2026-04-14-0011-1 O Comment || ¢ Download ‘ Workflow v
[ Drafts
o Downloads Overview Form1 Form 3 Event & Message Timeline
) Date of creation, Recipients: Deadline for reply:
Form 3 (SENT
14/04/2026 Tribunal Judiciaire de Paris(1) -
¢ Get PDF | Print Copy form
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A
Certificate concerned Under Regulation (EU) 2023/1543 of the European Parliament and of the Council {1), in cases where the  Attachments
addressae cannot comply with its obligation to preserve the requested data under an EPOC-PR or to produce it
SECTION B under an EPOC, cannot respect the specified deacline or does not provide the data exhaustively, this form ~ DoCUmertxm!
Relevant authority(ies) should be completed by the addressee and sent back to the issuing authority as well as, where a notification ~ Created at: 14/04/2026 09:39
took place and in other cases where applicable, to the enforcing authority referred to in the EPOC, without
SECTION C undue delay. Document p
Adaressee of the EPOC/EPOC-PR Created at: 14/04/2026 09:35.
Antivirus status: ~
SECTION D Where possible, the addressee shall preserve the data requested even where additional information is needed
Reasons for non-execution to identify them precisely, unless the information in the EPOC/EPOC-PR is insufficient for that purpose. If
clarifications by the issuing autharity are needed, the addressee shall seek them, without undue delay, using
SECTION E this form.
Conflicting obligations arising from the law of third
country

Figure 8-25: Form 3 Sent

The system will perform a validation check. If validation is performed successfulfgrthe
will be sent, andthtorms t at us wi Sehb change t o i

Exceptions:

9 Validation errori in this situation you will be able to correct errors in your form and
resend.
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1 Sending errof in this situation you will be able to resend a usirigegsendbutton
on the Timeline.

NOTE: Form 3 can be deleted while in draft mode, and a copy function is available, enabling
you to duplicate the form and populate it with existing data.

8.2.2 Terminatea process upon withdrawal of the request

If you receive a Withdrawal request from tssuingauthority, then you should terminate all
ongoing actions, send confirmati@out the end of transactid@a issuingauthority and
manually delete all gathered evidence, especially sensitive comtenEPOC status will
change ta@iwithdrawrp.

To manually confirm the withdrawal:

. Integration Cdb
ean I Service Pravider's Interface - @V @ En
n

3% Dashboard User Manual National Case No. [ | &

) Recelved requests
EPOC ' EPOC-FR-DE-2026-04-14-0060-1 O Comment & Download Workflow A
[ Drafts

Grounds for refusal form & Form 3

wla Downloads Overview  Formi  Form3 PP 5 T Event & Message Timeline
14/04/2026 14

= Send other information

ISSUING STATE 01 French Republic ENFORCING STATE ™ Federal Republic of
ISSUING AUTHORITY Tribunal Judiciaire de Nice (3} ACCEPTED LANGUAGES (Deutsch B Outcome
SERVICE PROVIDER sp name 2 @ Request for additional information
ADDRESSEE entity name 2
= Confirm the end of transaction Q8
le | @ |
ACCEPTED LANGUAGES (Polish) (English © Close acase
TYPE OF ADDRESSEE Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Figure 8-26: Confirm withdrawal
Click Workflow > Confirm the end of transaction
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Confirm the end of transaction

B0 Sender

£t sp name 2

&, ul. Prosta 1, 00-000 Warszawa, PL
&, +48 22 555 000

=

B4 de-pl@euronet.example

Message:

Normal ¢ SansSerif : B I U &

Please enter the reason for the selected decision 2

4 3

‘ & Attach Document ‘ ¢ Get PDF

Figure 8-27: Confirmation of withdrawal pojup

Type your message in the text area.
Attach documents, if needed.

I»
x
23
I
11
11
I7l
[7l

X
B2 Recipient
fit Tribunal Judiciaire de Paris(1)
&
%
=
=4
Tx D C  0Characte
5 “

Click Save to keep the message in the system as a draft.
Sendthe confirmation of withdrawal to the issuing authorithe status of the case will
change to AWi thdrawno.

8.2.3 Providethe requested data

Follow the steps below to send either partial data requested Issthieg Stateuthority or

thefull data requested
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. Integration Cdb 2
European Service Provider's Interface i name 2 @ BN
Commission

= Automatic translation @

88 Dashboard User Manual National Case No. -
7] Recelved requests
EPOC | EROC-FR-DE-2026-04-20-0020-1 O Comment || ¢ Download | Workflow A
@ Drafts
Overview  Form 1 Form3  Event & Message Timeline Form 3
& Downloads
ISSUING STATE 01 French Republic ENFORCING STATE B rederal Republic of & Send other information
ISSUING AUTHORITY Tribunal Judiciaire de Nice (3)
SERVICE PROVIDER spname 2 O mrerm 1
ADDRESSEE entity name 2 /
@ o 0 @ Request for additional information
ACCEPTED LANGUAGES Polish) ( English = Close a case
TYPE OF ADDRESSEE: Legal representative
(© status @2 Linked cases + Add case link
Request started on: 20/04/202610:05 N
Latest update on: 20/04/202610:08 No cases linked
o8 Assigned users @ Display roles | | Qs Edit users
otk
This list is empty
Emgm cooven Service Provider's Interface Iegaton St @~ @

2 Dastiboard User Manual Netionsl Case o [ |
(%) Raceived requests

EPOC ) EPOC-FR-DE-2026-04-14-0036-1 > Comment | [ @ Downioss | | wierktiow ~
D oras
i Downiosds Overview Form1  Forma  Oulcome Event & Message Timeline

Outcome (DRAFT
(O 3 )| roanoe
Print @ Attach Doc ao
2 sone p— 2
entiy name 2 (Service provider) Tribunsi Judicsice de Noce (3) ety atssnattchalt Dormund Zweigstele Hamm (4] Entorcing auhority)
Message:
o susent : BT US & XX = ESEE L OC Ocwn

Signed Message

{~

Figure 8-29: Creating outcome

Anewfi Ou t c tabmalde displayedSelect the recipient(s) of the message

Attach documents, including evidence

Type your message in the text area

Selectthéd Fi nal  Oswitcltifdhis & a full outcome (all requested data is provided
and no further data will be sent). Leave the switch unselected if this is a partial outcome (only
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part of the requested data is providadd the remaining data will be sent in a subsequent
message

Click Save to keep the message in the system as a draft.

Click Sendto send thé@utcome to the selectedithority(ies).

. y Integration Cdb
Service Provider's Interface gration ~ao @ v @ EN

s+
Automatic translation @ K

88 Dashboard © User Manual National Case No. N

(%) Received requests

EPOC | EPOC-FR-DE-2026-05-11-0001-2 O Comment || c Download || Workflow
B orafts

Outc

wla Downloads Overview Form 1 Form 3 RS u;’":?”u Event & Message Timeline
05/2026 1501

Date of creation: Recipients
Outcome [ DRAFT 1/05/2026 Validating Authority -Tribunal Judiciaire de Paris(29) ,
Tribunal Judiciaire de Paris(1)

s Get PDF / Print # Attach Document @ Delete draft

&) SENDER RECIPIENT

antity name 2 (Service provider) Validating Autherity -Tribunal Judiciaire de Paris(29) (Validating authotity)

Tribunal Judiciaire de Paris(1) (ssuing authority)

Figure 8-30: Deletingdata Outcome tab
If neededlit is possibleto DeleteOutcome dratft.

NOTE: You can create another Outcome message(s), following the steps above

8.3 Deadlines executionn EPOC

This section outlines the deadlinegplemented ithe EPOC use case to ensure compliance
with the time limitsset outin the eevidence Regulationlhe system automaticalbalculates
and displays deadlines related to the processing of European Production Orders

In particularf or Ser vi ce Pirverifies whethe6s modul e,

1. The requested data has been provided by the service provider within 10 days
following receipt of Form 1

NOTE: This list will be further updated at a later stage of the development

8.3.1 Viewing deadline information in the Dashboard tab

The Dashboard tab provides an overview of all cases and highlights those containing overdue
deadlines or deadlines expiring on the current.date
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Figure 8-31: Viewing deadline infanationin the Dashboard tab

Cases containing one or more overdue deadlines are marked with a red dot. Cases for
which a deadline expires on the current date are also highlighted with a.red dot

8.3.2 Viewing deadline information in the Received Requests tab

TheReceivedRequestsolder contains two tabs
1. My ReceivedRequests displays allreceivedcases
2. Deadlines displays all deadlines associated wiéteivedcases, including both
upcoming and overdue deadlines

o mumber or Nstions Case Number

=}

T T T T TR TR T T O

goooopo0000!

B BB (E (e (e F

f OO0O0OOODODOTUDOD
* & & e e

.......

Figure 8-32: Viewing deadline information in the Received Requests tab
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My ReceivedRequests tab Similar to the Dashboard tab, cases containing overdue
deadlines or deadlines expiring on the current date are marked with a.red dot

8.3.3 Viewing deadline information on case level via Overview tab

Once a casis received all relevant deadlines are displayed in@heerview tab.

R Due date

sp name 2

1
Outcome: 21/05/2026

Figure 8-33: Viewing deadline information on case level via Overview tab

Deadlines that have already expivedl be displayed in red. Once the expected response
has beesent the deadline is no longer highlighted
Deadlines expiring on the current date are also displayed in red, although they are not yet
considered overdue. This visual indicator alerts users that immediate action onuplioay
be required

8.4 Import/Export Webservices

Import/ ExportWe b s er vi ces ar e de PublicRESEAPIsDatumenbe docun
[RD 01], but in summary:

EPOC and EPO®R legal cases can be exported fromJUDEHX o0 a service pro
own system via REST services. However, service providers cannot import cases into. JUDEX

Export creates specially structured zip file of the already existEg§OC/EPOCPR Legal
Case. Outgoing and incoming Legal Cases can be exported independently of its status
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9 European preservation Order Certificate EPOC-PR)

9.1 Introduction

A EuropearPreservatiorOrder Certificate (EPO®R) is a certificate issued by a judicial
authority of a Member State, which requires a service provider offering services in the
European Union tpreserveelectronic evidence, such as subscriber data, content data, traffic
data, or data for the sole purpose of identifying the user, for the purpose of criminal
proceedings.

The EPOCGPRIis based on the principle of mutual recognition and is issued in accordance
with the rules and procedures set out in EU Regulation 2023/1543.

9.11

Overview

TheInternal Workflow encompasses the entire process from the creation of a new case to
the transmission of the EPGRRtos er vi ce provi der d0s designat e
representativeThis processakes placevithintheCo mpet ent Aut hori tyos
and is restricted to authorized users fromifisgiingStateauthority.

Once all steps of the Internal Workflow are completed,ctsecan be sent to a chosen
addresseeThe communication between thesuingauthority and theaddressefenforcing
authority occurswithin the External Workflow .

9.1.2

1.

High Level End to End Process

A competent authority creates an ER®R, specifying the electronic evidence to be
preserved

In some cases, and in some Member States, the EFROfay require validation by
ajudicial authority in theissuing Member State

The EPOGPRIs transmitted to an appropriedddressea another Member State.
Communication betweassuingauthorityandserviceprovider takes placallowing
for the exchange of information and potential issues related to thePROC

The service provider can raise concerns or objections regarding the EPRC
through a dedicated regulatory fo(form 3) which may lead to modification of the
initial certificate

The requested electronic eviderstall bepreservedyy theserviceprovider for an
initial period of 60 days, which may be extended by an additional 30 pieyxsded
that theissuingauthority does not withdraw the origin®POGPR or notify the
serviceprovider that preservation is no longer required
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7. Theissuingauthority may withdraw the EPOERat any time, which will terminate
thepreservatiorof electronic evidence.
8. Case is Closed once the requested datpraserved for the requested period

9.1.3 Roles and responsibilities

For EPOCPR use cases, users accessing the Service Provider's module will be assigned the
Supervisor role, which entails the privileges outlinedention8.1.3

9.2 Execute EPOGPR
Upon receipt ofForm 2 theserviceprovider assessese EPOGPR

9.2.1 Submit Form 3

In case theserviceprovider cannopreservehe requested data, they inform without undue
delay the issuing, and theenforcing authority if applicable, about reasons for
norrexecution by sending baéorm 3.

Submitting Form 3 in the context of EPERR follows the same steps as outlined for EPOC;
please refer to Sectidh2.1for detailed instructions on completing this process.

The possibility of sending ForBito Other Authorityin the context of EPO®R is not yet
implementedor 4.1.0 release

9.2.2 Terminate a process upon withdrawal of the request

This feature is not available in version 4.1.0
9.3 EPOC-PR Deadlines execution

This feature is not available in versiorid.
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10 Basicfunctionalities

10.1 Communication betweenactors

10.1.1View incoming message

To see a messaffilerm received from amssuingénforcing Stateuthority:

SelectReceived Requests.
Click a case you wish to view.

Depending on the type of a message:

European
= Commission

28 Dashboard
) Received requests

Drafts

aa Downloads

Service Provider's Interface

User Manual
EPOCPR = EPOCPR-FR-DE-2 3

Overview Form2  Form6

Form 6 (RECEIVED

& Get PDF / Print

Introduction section

SECTION A
Issuing authority of the EPOC-PR

SECTION B

Addressee of the EPOC-PR

SECTION C

Information on prior EPOC-PR

SECTION D

Extension of the prior preservation order

14-0082-1

Event & Message Timeline

Recipients:

entity name 2

EXTENSION OF THE PRESERVATION OF ELECTRONIC EVIDENCE

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), upon receipt of the
European Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve the
data requested. The preservation must cease after 60 days, unless the issuing authority confirms that the
subsequent request for production has been issued. Within the 60 days, the issuing authority may extend the
duration of the preservation by an additional 30 days where necessary, to allow for the issuing of the
subsequent request for production, using the form set out in this Annex.

Figure10-1: Form 6tab: Overview

If you receivea statutory form(Form 6, 3, it will be visible as a separate tab. Click it to

see its contents.

O Comment

Integration Cdb @v @ e

B Automatic transiation @ M

National Case No. [ | *

¢ Download || Workflow Vv

Attachments

Token.pdf

Created at: 14/04/2026 13:02
Antivirus status:
Document.xml

Created at: 14/04/2026 13:02
Antivirus status:
Document.pdf

Created at: 14/04/2026 13:02

Antivirus status:
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User Manual

€700 | Epoc £ 06 2026 0400601 4 p—

Grounds for refusal form

[ SENDER

Please select the individualidentifiers concerned by the grousd far refusal; +

Figure 10-2: Grounds for RefusaDverview

If you receive d&rounds for Refusalpredefined messagesed in the context of EPQC
it will alsobe visible in a separate tab. Click it to seedéiledinformation.

‘ Service Provider's Interface. ntegration Cdby @ . B

User Manual selo. @ | *

Figure 10-3: Other messages and attachmeamiseived from &ompetenfuthority

Some messages do not have a dedicated tab and will instead appeaEverthé&
Message Timeline

All attachments, messages exchanged in a process of communication, are displayed in
the Overview tab and in corresponding tabs.
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10.1.2Send a request for additional information

Integration Cdb
entity name 2 @" @ En

99+
Automatic translaton @ MK

National Case No. [+ *

| O Comment H ¢t Download | | Workflow |

= Form 3

& Send other information

B OQutcome 1 ‘
@ Request for additional information

= Close a case

Figure 10-4: Selectinga fi Rquest for additional nf or mati ondo butt on

Click Workflow > Request for additional information.

Request for additional information X
[ SENDER (f) RECIPIENT
entity name 2 (Service provider) B Tribunal Judiciaire de Nice (3 lissuing authority)
L’ Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
(@ Atleast one option s required
Messag;
Normal Sans Serif BIUS A XX = E=ZEE %L 9 C oo

Deadiine for reply:

p——_—Clk

SIGNED MFSSAGE
+ upo O o 5
@ AnachDocument | | b < Cancel

Figure 10-5: Steps to send a request for additional information

Selectthe recipient(s) of the message

Type a message in the text area.

Select a deadlinef reply, if needed

Attach documents, if needed.

Click Save to keep the message in the system as draft.
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Figure 10-6: Viewing a draft request for additional information

Click Event & Message Timeline talto see a draft message.
Click Edit on the right side of message to edit your message and &=aisutton.

Request for additional information X
1 [ SENDER RECIPIENT

entity name 2 (Service provider) B Tribunal dudiciaire de Nice (3) (Issuing authority)

B stastsanwaltschaft Dortmund Zweigstelle Hamm (4] (Enforcing authority)
Message:

Nomal : sanssedf : B T U & A x;x' = E=ZE=EE L D C 16cnmmws

User Manual

%, Show translation

Deadiine for reply:
14/04/2026 @

SIGNED MESSAGE

+ Upload document 9

& Attach Document ‘ cta Get PDF / Print ‘ X Close

Figure 10-7: Sendng a request for additional information

Click Sendto send the messagette selected recipient(s)
Your message and a future reply from thessage recipient(gpn be accessed from the
Event & Message Timeline tab.

10.1.3Reply to a request for additional information

You can respond to a request for additional informataeivedrom a competent authority
by replying directlyto the originator of the messagehis will associate your response with
the original request and display it as part of a threaded conversatio
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Figure 10-8: Reply to request for additional informatio8 | i c IRiepd¢ § 0 but t on

View the Timeline of a casewhere the Request for additional message is displayed and
click aReply button.

Figure10-9: Réply to request for additionaln f o r ma tup wird@w p o p

Selectthe recipienbf the message.

Type a message.

Attach documents, if needed.

Click Save to keep the message in the system as a draft.

Draft will appear inEvent & Message Timeline ab i f the wuser <clicks 0

Figure 10-10: Reply to request for additional informatioladiting a draft
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